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 A MARITIMIZED WORLD 

 

The maritime domain is at the heart of economic growth and development: it is historically 

the main vector for commercial exchanges and represents a tremendous source of natural 

resources. For these reasons, for centuries, the oceans domination has been the driver for 

developing Navigation means, from the Phoenicians and their knowledge of using polar 

star to the longitude act and of course GNSS. 

 

 
Figure 1 – Global maritime traffic - Live map 9th June 20211 

Today, basic navigation over the oceans is getting simple thanks to GNSS system. 

 

… SUBJECT TO SECURITY AND SAFETY ISSUES… 

 

However, oceans still represent an extraordinary area of commercial trade, subjects to 

security and safety issues, as well as illegal activities development.  

 

SAR events 

Maritime SAR events are by far the most common events in search and rescue events.  

According to the Cospas/Sarsat annual SAR statistics report released in December 2020, 

maritime reperesent 41% of the SAR events from September 1982 to December 2019. 

Here is the spread of SAR events by type of distress: 

 

From January to December 2019, 

the Cospas-Sarsat System 

provided assistance in rescuing at 

least 2,774 persons in 1,032 SAR 

events. 

Type of 

distress 

SAR 

events 

Persons 

Rescued 

Aviation 212 411 

Maritime 431 1747 

Land 389 616 

Total 1032 2774 

                                     
1 Generated from https://www.marinetraffic.com/en/ais/ 
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 Table 1 – Cospas Sarsat SAR operations from Sept 82 to Dec 192 

Acts of piracy 

The areas of piracy and attacks at sea change with the evolution of populations and the 

deployment of military forces. Between 2000 and 2010, the major piracy spot is now in 

the Gulf of Guinea and the Caribbean Sea (due to Venezuela situation). 

 

Area 2014 2018 2019 Comment 

South-East 

Asia 

141 60 45  

East Asia 8 7 34  

Indian 

subcontinent 

34 18 10  

South America 5 29 26  

Aden Gulf 14 3   

Gulf of Guinea 29 81 67 81% Increase of 

incidents with 

crew hostage, 

kidnapping or 

missing 

Rest of the 

world 

14 24 11  

Total 245 223 193 14% global 

decrease in 2019 

with the lowest 

level since 19963 

Table 2 – Evolution of piracy attacks from 2014 to 2019 

 
Figure 2 – Regional analysis of acts of piracy in 20194 

 

                                     
2 From official Cospas-Sarsat website System Data, SAR statistics Dec 2020 
3 4 From IMO Reports on acts of piracy and armed robbery against ships – Annual report 2019 – 

MSC.4/Circ.264 27 Aprim 2020 
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 The IMO report5reveals that the total number of crew reported as taken hostage/kidnapped 

or missing in 2019 is the highest in the last five years at 173 crew members: 87% of whom 

where kidnapped in West Africa, followed by the Souht China Sea and South America 

regions. 

 

Illegal activities 

Piracy is perhaps the most visible type of maritime illegal activities. However, the trafficking 

of goods and people by sea and illegal, unreported and unregulated (IUU) fishing are also 

of concern. 

 

Maritime insecurity makes it easier for criminals to traffic weapons, drugs and human 

beings.Traffickers bribe or coerce port employees in order to gain access to sealed shipping 

containers so they can conceal illicit goods among legitimate cargo. 

Offshore, traffickers exploit poorly patrolled maritime routes and use local knowledge and 

maritime expertise to evade capture by law enforcement authorities. 

 

Illegal unregulated and unauthorized (IUU) fishing is a growing trend in terms of maritime 

security6. Application of international regulation on fishing agreements is uneasy to control 

and only 6% of the illegal fishing frauds are estimated to be detected. That’s representent: 

- ~11 to 26 million metric tons of unreported fishing7 

- ~ from 10 billion dollars to 23,5 billion dollars per year out of formal economy 

(estimate)6 

 

Weather emergency 

In terms of weather emergency, as shown by the extreme meteorological events in the 

past years, the transmission of Emergency Warning to the largest possible population 

(increased penetration) in a minimum time is crucial. With the combination of population 

increase and climate change effects, these extreme natural events are expected to have 

more and more impact in the future. 

 

The transmission of emergency warning messages in GNSS signals has been firstly 

proposed and developed in Japan, mainly for the tsunami warnings. It is now available in 

their regional QZSS system since 2018 for Japan extended regional area. The development 

within Galileo is currently agreed and will provide a worldwide early warning service 

coverage.  

 

… WHICH THE GAMBAS PROJECT WILL ADRESS… 

 

                                     
5 From IMO Reports on acts of piracy and armed robbery against ships – Annual report 2019 – 

MSC.4/Circ.264 27 Aprim 2020 
6 From Interpol website on maritime crimes: https://www.interpol.int/en/Crimes/Maritime-crime/The-

issues  
7 From IUU watch website: http://www.iuuwatch.eu/iuu-fishing-facts-and-figures/ and United Nation 

website: https://www.un.org/en/observances/end-illegal-fishing-day  

https://www.interpol.int/en/Crimes/Maritime-crime/The-issues
https://www.interpol.int/en/Crimes/Maritime-crime/The-issues
http://www.iuuwatch.eu/iuu-fishing-facts-and-figures/
https://www.un.org/en/observances/end-illegal-fishing-day
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 A consortium of 4 experienced European companies have been chosen by EUSPA to bring 

improvements in security and safety at sea: Thales Alenia Space France, Thales Hellas, 

Pildo Labs and Synthetica. 

 

The GAMBAS project will address the major aspects of the maritime domain safety and 

security:  

• Piracy acts  

• Illegal activities, including illegal fishing  

• Weather emergencies  

 

All the GAMBAS system relays on the new Galileo services that will improve: 

 Robustness to jamming and spoofing: most of signalling and positioning 

systems are based on GNSS (with the exception of the Cospas-Sarsat beacons), so 

that GNSS jamming and spoofing is a key asset for illegal activities as it disturbs 

the information and warning systems. GNSS navigation services provides additional 

capabilities to fight against jamming (multi-frequencies) and spoofing (in particular 

with the OS NMA feature) 

 Cospas-Sarsat SSAS discrete anti-piracy beacon optimization: thanks to 

Galileo MEOSAR, there is a significant room to improve the transmission of the 

discrete anti-piracy beacon,  

 Information and warning: Through Emergency Warning service, Return-Link 

service, or potential other short-messaging services in the future, Galileo can 

provide a reliable (thanks to authentication) and continuous messaging capacity to 

warn the users 

 
 

Figure 3 – Operational concept of Gambas project 
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 … WITH INNOVATIVE PRODUCTS… 

 

The GAMBAS project will propose innovative solutions to tackle the major issues regarding 

safety and security at sea by: 

- Developing a new SSAS beacon which takes benefit of the Second Generation 

SAR transmitter, including a Galileo RLS compatible receiver, for triggering and 

optimizing the distress sequence, in a discretion context. This beacon takes benefit 

of the Galileo OS-NMA feature to provide a trusted status to its GNSS position. 

 

 
Figure 4 – Operational concept for SSAS beacon 

An innovative Emergecy Management Platform EMP will be designed. It includes: 

- Developing a comprehensive solution for the rescue operators the EMP 

taking into account the operational and regulation constraints, providing the best 

possible benefit of the future Galileo services while avoiding on the one hand to 

increase the workload of operators, and on the other hand to generate harmful 

situations where the distribution of information is not properly managed. This 

system supports SAR/Galileo return link services TWC, BCS & DPS. It also support 

the EWS service allowing RCC to connect to RLSP (or DEMOC or any Galileo 

operational center in charge of EWS). 
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Figure 5 – Operational concept for EMP 

 

- Integrating of Galileo new features within the existing frameworks and 

devices the EMP-V, without adding operational complexity, which is a necessary 

condition for these features to be integrated and supported in the future maritime 

standards, to provide all Galileo benefits to the end-users. This system supports 

SAR/Galileo return link services AA, TWC & BCS. It also support the EWS and take 

benefits of the Galileo OS-NMA feature. 

 

 
Figure 6 – Operational conept for EMP-V 

 

 

… THROUGH REAL DEMONSTRATION SCENARIOS  

 

To illustrate the limitations of existing systems and the opportunities of Galileo-based 

solutions for maritime, the following scenarios have been defined as possible examples of 

application. These scenarios are based on true cases experienced by members of the 

consortium or supporters of the project. 

 

Scenario 1: Piracy distress situation – on board triggering 

Suspicious high-speed boats are approaching the vessel. The SSAS is promptly activated 

by the crew (using alarm buttons or EMP-V). All security systems are activated and the 

crew scroll the dedicated procedure to manoeuvre the vessel trying to avoid boarding from 
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 the pirats. If needed the crew can shelter themselves into the citadel room from which 

they can communicate or activate alarms.  

 

The SSAS alarm is discreet thanks to SGB waveform with spread frequency spectrum and 

very low transmission power. Because the pirats are used to switch-off all non-necessary 

systems to navigate, the SSAS system is independent in terms of transmission and power. 

Pirats may also try to spoof the localization system of the vessel (GNSS for instance), so 

the SSAS system using the Galileo’s OS-NMA service to authenticate the alert’s position is 

not impacted. In this scenario, no Automatic Acknowledgement (AA) or Distress Position 

sharing (DPS) are used to contribute to the discretion of the system.   

 

The alert is received by the SAR/Galileo payloads and retrieve by the LUTs which decode 

the alert message and compute the position of the vessel. Then, it route it to the MCC / 

RCC. RCC initiate a remote beacon deactivation (or modify the transmission parameters) 

via the EMP connecting to the Galileo RLSP in order to improve the discretion of the alert. 

In the meantime, RCC launch the appropriate actions in close collaboration with ship owner 

and authorities. 
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Figure 7 – Scenario 1 Piracy concept diagram 

 

Scenario 2: Distress at sea 

A boat is in distress after experienced an important fire explosion onboard (or any other 

major issue that compromise the crew’s on board safety).  

 

Following the dedicated procedure the crew activate their EPIRB. An automatic 

Acknowledgement (AA) is sent to the beacon at reception of the distress. The alert is 
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 processed according to the C/S procedure: the RCC in charge of the rescue and in close 

contact with the ship-owner decide to use the Distress Position Service (using its EMP) to 

enter in contact with vessel close to the vessel in distress. All the vessels in the area receive 

the notification on their EMP-V thanks to its Galileo receiver RLS-compatible, asking to 

contact the RCC asap. So they can provide with key information and potentially re-route 

and assist their colleagues waiting the rescue team to arrive on zone.  

 

In parallel the RCC receive the Two-way Communication sent by the beacon and decide to 

send back a complementary TWC (or a RBA (to modify the transmission parameters of the 

beacon in order to save battery). The EMP at RCC level is used to monitor the TWC (display 

acknowledgement, request answers update or to send 1-way message). The EMP-V on 

board the vessel is used to send TWC answers and monitor the service. It can also display 

the AA and/or send information to the ship owner through the business network. Other 

vessels equipped with EMP-V can display the DPS.  
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DPS
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AIS
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RBA
DPS
TWC

TWC

TWC

Rescue 
team

 
Figure 8 – Scenario 2 Distress at sea concept diagram 

Scenario 3: Extreme weather warning 

The meteo services identify a risk for a potentially hazardous meteorological event over a 

dedicated zone. The RCC8 responsible for the concerned zone emits an EWS (an emergency 

management operational centre such as DEMOC9 can benefits from this feature) over this 

area using their EMP. The EMP helps RCC to define the EWS message content (location of 

the event and guidance informations) and the geographical zone for the EWS message 

broadcast. The EMP connect to the RLSP to send the message.  

                                     
8 Other entities than RCC can initiate an EWS, but we limit to RCC in our scope 
9 As proposed in the GaReLiSE (Galileo Return Link Service Evolution) study led by Thales Alenia 

Space funded by the European Commission  
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The alert is received by the crew of a vessel cruising into the zone and managed by the 

EMP-V thanks to its Galileo receiver RLS-compatible. The crew reacts according to the 

guidance received along with the warning. 

The ship owner’s EMP will received the EWS information from the vessel’s EMP-V. 

 

This scenario can concern also a maritime security warning: an area to avoid from 

authorities decision. 
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Figure 9 – Scenario 3 Extreme weather warning concept diagram 

 

Scenario 4: Illegal fishing 

A fishing boat with bad intentions is spoofing its GNSS position that is reported in AIS 

before to enter a forbidden fishing area. But thanks to a new message that is reported in 

the AIS and/or VDES and containing authentication key from Galileo NMA, the competent 

authorities and ship owners also using Galileo NMA receiver in their EMP, detect the 

spoofing tentative and launch appropriate actions. 

In case of complete stop of the AIS or VDES systems, the system log  authentic positions 

and make them available (or transmit when  systems are on again). 
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Figure 10 – Scenario 4 Illegal fishing concept diagram 
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